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Our Story

BY DEALERS.
FOR DEALERS.

ComplyAuto was born out of the frustrations
of having to spend substantial time and
resources in complying with complex privacy
and cybersecurity regulations.

Using the experience in managing their own
dealership operations, the founders built a
purpose-built solution that saved them
hundreds of hours and hundreds of
thousands of dollars annually. This allowed
them to focus their limited resources on what
they do best —selling and servicing vehicles.

We now bring that solution to you.

+7,500

Active Dealers

State Dealer Association Endorsements

Chris Cleveland
Compliance Director, Galpin Motors
CEO & Co-Founder, ComplyAuto Privacy

John McCallan
Owner, Operator & Attorney, Raceway Ford
Partner, Kearny Mesa Ford & Kia of Sunroad Auto Group

Shane McCallan

Co-Founder, ComplyAuto Privacy

General Counsel, Raceway Ford (former)

Vice President, Auto Advisory Services (former)

Hao Nguyen

General Counsel, ComplyAuto Privacy
Staff Counsel, CNCDA (former)

Sr. Manager of Legal Affairs, KPA (former)

Sherryl Brightwell Nens
Vice President of Sales, ComplyAuto Privacy
Dealer Relations Manager, Ford Motor Co. (former)

99.9%

Dealer Retention



Three Pillars of InfoSec Compliance

REVISED FTC
SAFEGUARDS RULE

145-page set of regulations
effective Beecember 92622
June 9, 2023.

In 2022, the FTC Safeguards Rule
was revised for the first time in 20
years to include a comprehensive
set of new privacy & cybersecurity
regulations estimated by the NADA
to cost dealers ~$277,000 annually.

Policy builders & risk assessments with
automatic updates

Vendor contract & risk management
automation

Penetration & vulnerability tests
24/7/365 monitoring (EDR + MTR)

Device encryption
Multi-factor authentication

Systems monitoring & logging for employee

data misuse
Employee training & phishing simulations
Device & systems inventory tools

CONSUMER
PRIVACY RIGHTS

Enforced by state Attorneys
General & the FTC (and
plaintiff lawyers).

Third-party tracking cookies, online
privacy disclosures, and data
sharing practices have all become
common targets for litigation by
state agencies, the FTC, and private
plaintiff attorneys.

Cookie consent management

Online privacy policy builder with
real-time updates

Online consumer privacy request (DSAR)
portal

Compliance with laws in California,
Colorado, Connecticut, Virginia, and Utah

STATE DATA
BREACH LAWS

All 50 states now have data
breach laws & some have
specific cybersecurity laws.

Every state now has its own data
breach reporting obligations and
some have specific cybersecurity
and privacy regulations that grant
safe harbor for meeting certain
cybersecurity standards.

50-state legal incident response plan
builder

Advanced risk assessment tools to meet
CIS standards

Online employee training modules that
meet applicable state standards




New FTC Safeguards
Rule Requirements

NADA
LEGAL
SUMMARY

FTC Enforcement:
$50,120 per violation

Est. Cost Per Dealer:
$293,975 upfront
$276,925 per year

*Independent study performed by the NADA

Written Risk
Assessment

Qualified Employee

Intrusion Detection/
Vulnerabhility Testing

Data Encryption

Change Management
Procedures

Secure Data Disposal
Procedures

Written Incident
Response Plan

Overseeing/Monitoring
Service Providers

Access Controls

Multi-Factor
Authentication

Unauthorized Activity
Monitoring

Annual Reporting to
Board

NATIONAL
AUTOMOBILE
DEALERS
ASSOCIATION

NADA

P

Data and Systems
Inventory

Systems Monitoring
and Logging

Note: While the FTC did extend the deadline by 6 months, the extension

did not apply to these provisions:

Implementing a written Information Security Program (ISP);
Getting your vendors who collect customer information (“Service Providers”) to sign a contract
promising to implement reasonable safeguards; and
° Implement a system capable of detecting attacks and intrusions on your network
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RULE #1 - Four Written Policies

Dealers must have a written Information Security Program, Incident Response Plan, Data Retention Plan, and IT
Change Management Procedures that are made available to employees. 16 CFR §314.4(c)(6)-(7), 8314.4(c)(6)(h)(1).

PRACTICAL TIPS

Your old policies in the binder from 2002 won't suffice.

Incorporate requirements from state laws.

Don't use cookie cutter templates

RULE #2 - Annual Written Risk Assessment

At least annually, dealers must complete a formal written risk assessments where they (1) identify any information
security risks, (2) document mitigation efforts, and (3) update the four policies based on the results. 16 CFR §314.4(b).

PRACTICAL TIPS

Don't just look at the regulations themselves -- incorporate risks based on FTC guidance, law suits, and consent
orders.

Incorporate items that come up on your cybersecurity insurance renewal application.
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Information Security Programs
Aowritten Information Security Program (I5P) documients the policies and procedures that you 1ake to proteict the security, confidentiality, integrity, and availability of the personal
infarmation you oollen?, create, use, share; and maintan. & written 5P is reguired by the federal Gramm-Leach-Biiley act [GLEA) Safeguards Rule
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19. Enable MFA for All Third-Party Cloud-Based Applications Containing MPI Risk: HiGH 0
20, Enable MFEA for Employes Workstationa and Internal Servers Containing NPI Rigk; HioH o

Do you require the use of multi-factor authentication (MFA) to login to all on-premises workstations, servers, and systems containing
NP7

Practical Tip Associated Risk Evaluation Method

If dealers are storing MNP on their own internal devices or servers (including on-premises systems such as a DMS), they should strongly consider
enabiling MFA for all logins to these devices, servers, and systems. Note that many sales, finance, and business staff download files containing
MNPl (e.g., bank stiputations, monthly payment quotes, etc.} on their computer hard drivas, which may necessitate the use of on-premisas MFA.
Additionally, many DMS providers do not support MEA when the solution is self-hasted, 5o it may be the responsibility of the dealer to implament
it. There are several popular software companies that offer sclutions for on-premises multi-factor authentication, such as Duo Security, which is
offered by Complyauto at highly preferable pricing. If text codes or app-based notifications are a8 concern for employment law or privacy
reasons, many systems like Complyauto also support sending the authentication code to a landline. YubikKeys or similar devices can also be used
for deaters looking for a solution that dossn't require employees to use thelr phones or personal devices for MEA,
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Doas your campany perform automated backups of sensitive data or critical enterprise assets that are either stored offline or on
segregated systems?
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RULE #3 - Annual Employee Security Awareness Training

All employees must be trained on security awareness as well as your specific information security program
policies, procedures, and safeguards. 16 CFR §314.4(e)

PRACTICAL TIPS

Train everyone! The law doesn't provide for any exceptions and information security is everyone's responsibility.

Best practice is to incorporate the topics required under nationally accepted cybersecurity frameworks (secure
disposal, password composition, MFA, clean-desk policies, etc.)

Use dealer-specific training.

RULE #4 - Phishing & Social Engineering Simulations

The FTC has clarified testing your employees’ susceptibility to social engineering and phishing scams is an
important part of the new penetration testing requirements. 16 CFR §314.4(d)(2)(i).

PRACTICAL TIPS

Phish everyone without exceptions! It's highly effective and it only takes one employee to cause a data breach.

Within 90 days, susceptibility to phishing typically decreases by >90%.

Common phish: Email client PW reset (Google, Office 365), Dealer Principal gift cards, free pumpkin spice latte?



Download SCORM Package

4

Adverse Action Notices

Covers when and how dealers nead to
send out “adverse actian notices”
under federal law,

Whao @ Duration (3

Download SCORM

Credit Score Disclosure
Natices (California)

This simple course will ¢ the
California version of the Risk-Based
Pricing Rule and when and how
dealership persannel must provide
customers with a Credit Score
Disciosure Notice.

Duration &

o
Download SCORM

Identity Theft Prevention
(Red Flags)

Practical tralning en how ta spot and
prevent |dentity theft In the
dealership.

Wha Duration @

Download SCORM

An overvi
requirements under the Califon
‘Consumer Privacy Act (CCPA) and
sumers' privacy right:
whe & Duration &

Download SCORM

Credit Score Disclosure
Notices (Federal)
This simple course will cover the
federal Risk-Based Pricing Rule and
when and how dealership personnel
must provide customers with a Credit
Score Disciosure Notice

Who @ Duration &

Download SCORM

OFAC Sanctions Compliance
Policies and procedures for complying
with the Office of Foreign Assets
Control (OFAC) guidelines on
prahibited transactions with

ignated Nationals (SDN) list,
Duration @

Download SCORM

Cash Reporting & Anti-

Money Laundering

iled overview of IRS cash
reporting and anti-maney laundering
requirements, including training
employees on properly completing IRS
Form 8300, aveiding “structuring”, and
related topics.

Who @ Duration @

Download SCORM

Dealership Security
Awareness
Required training for all emple
1hat identifies best practices relating
10 Information security and data
jpratection, ncluding the latest rsks.

Duration @

Download SCORM

Unfair & Deceptive Acts &
Practices (UDAP)

Unfair & Deceptive Acts & Practices
(UDAPY

Who @ Buration &

jownload SCORM
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Landing Page Preview

@® CDK
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Username:

Password:
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RULE #5 - GLBA Service Provider Contracts

Dealers are responsible for having service providers who access NPI (customer info related to a finance or lease
transaction) sign a specific contract where they promise to implement reasonable safeguards. 16 CFR §314.4(f)(2)

PRACTICAL TIPS

OEMs don't think they're covered as “service providers”. NADA disagrees. Potential gray area, but not much
dealers can do about it.

Don't worry about your banks/lenders - they're “financial institutions”, not “service providers”.

Only applies to vendors collecting customer NPI -- HR vendors not covered under GLBA - may be required at
state level.

RULE #6 - Annual Service Provider Risk Assessments

Dealers are required to periodically assess or “check in” with their service providers to ensure the continued
adequacy of their safeguards, which is accomplished through a security questionnaire. 16 CFR §314.4(f)(3).

PRACTICAL TIPS

No, you don't have to physically inspect or perform a penetration test of your vendors.

FTC's position is that you should not continue doing business with vendors who have failed to complete the
contract & risk assessment.

Use a system like ComplyAuto to make this easy. Hundreds of pre-completed contract and risk assessments for
popular vendors and built-in eSign functionality and automatic tracking
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Manage the vendors you use throughout your organization. Track their data collection practices, contracts, and risk assessments.

Dashboard
Locations Q < Refresh + Add Vendor Vendor Bulk Actions v Advanced v @ Export Table
Vendor Management v b Standard 159 Automatic s
Surveys
Name 1 Type DPAs @ Docs @ Risk Assessment ¥ Risk Score
Manage
700Credit & Credit Reporting & Compliance Systems READY T NOB [NONE] B COMPLETED| (9 @) B |
Privacy
Rick Assescments Adpearance Reputation Management Companies [RequirED] B [NonE] B COMPLETED] (9 O O
Cybersecurity All Auto Network & Website Providers [REQUIRED] B [NoNE] B COMPLETED] [ Q) o
Policies A [C) | —
Assurant / Motor Warranty Services/Resource & F&l Product Providers & Administrators [REQuUIRED] B [NoNE] B coMPLETED] (9 @ | O
Employee Training -
AutoAlert & Direct Mailers T N B [NoNE] B COMPLETED] (9 O O
Data Mapping
Users AutoFi & Sales and F&I Consultants [REQUIRED] B [NonE] B [compLeTED] [9) @ O
Learning Center Car Gurus & Appraisal Tools [REquRED] B [NonNE] B compLETED] (9 O o
CarNow & Chat Modules EADY T( B [NonNE] B ‘compPLETED] (9 @ O
Cars.com & Digital Retailers & eCommerce Platforms  Appraisal Tools [N/A] [NoNE] B COMPLETED] [ @ O
CDK Global & Dealer Management System (DMS) [REQUIRED] B [NONE] B COMPLETED] (9 @ i
n 2 3 4 5 > » 10 v Showing 1- 10 of 60
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RULE #7 - Annual Penetration & Biannual Vulnerability Scans

Dealers must perform annual internal penetration testing (simulated hacking) of their networks and biannual
vulnerability assessments for known exploits. 16 CFR §314.4(d)(2)

PRACTICAL TIPS

WHAT ABOUT THE
No, the law doesn't require human testers. It can be &%
automated' CONTINUOUS
MONITORING”
ComplyAuto services include a full internal EXCEPTION?

penetration test (performed biannually) that satisfies
regulatory requirements and does everything from
password cracking, remote code execution, Myth-Buster

credentials sniffing, ransomware emulations, Q: | don't need to do pen tests and vulnerability scans if | have EDR

malg/\éa;folgectlons, active directory attacks, and because that constitutes “continuous monitoring” under the regulations.

A: False. “Continuous monitoring” is a term defined in the regulations to

The penetration test performed by your PCI include monitoring for (1) security threats, (2) misconfigured system
Compliance company or insurance company is settings, and (3) other vulnerabilities. EDR only does the first item. Tools
usually just an external test (testing your firewall), that do true continuous monitoring for all three items are usually

which isn't as valuable and won't satisfy the cost-prohibitive for most dealers.

Safeguards Rule.
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Dashboard

Q 56 Total Achievements

Locations Every achievement represents a discrete successful action performed by the security scan,

Vendor Management - Gb

10 0 43

Privacy
Risk Assessments

Click to expand for achievement details A
Cybersecurity

Achievements

Security Scanning
Severity Name Count Details

Phis Simulations

Device Inventory

Host: 192.168.5.58 More Info

Device & Email Security Gathered valuable information from host 3 Host: 192.168.5.74 More Info |

Policies ~0 Host: 192.168.5.96 (more info |
Employees AR
Target: 192.168.5.12 [ More info |
Data Mapping ~ M
Exploited EternalBlue vulnerability (MS17-010) 3 Target: 192.168.5.88 | More Info |

Users

Target: 192.168.5.25 (More info

Learning Center

Host: 192.168.5.91 More Info l
Opened a remote access session on the host 3 Host: 192.168.5.16 ("More Info |
Host: 192.168.5.52 [ More info |
Cracked user hash using GPU 1 Username: administrator, Context: 192.168.5.13 [ More Info
Host: 192.168.5.33, Path: C:\Users\Public\Desktop\ More Info
Infiltrated .SCF file 3 Host: 192.168.5.66, Path: C:\Users\Public\Desktop\ More Info |
Host: 192.168.5.69, Path: C:\Documents and Settings\All Users\Desktop\ More Info |
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RULE #8 - Device, Data & Systems Inventory

Dealers are required to perform data and systems inventory where they must identity the data in their possession
and track the vendors and systems on which the data is collected, stored, or transmitted. 16 CFR §314.4(c)(2).

COMPLYAUTO SOLUTION

Must track and inventory all the devices connected to your network or issued to employees.

Must track and inventory every vendor and the categories of personal information being collected from them.

According to the FTC, you can't protect data if you don't track where it is or know the scope of what's being
collected in the first place.

RULE #9 - Annual Report to Board of Directors

Dealer must submit a written report to their Board of Directors or other senior executives summarizing all
their efforts to comply with the Safeguards Rule. 16 CFR §314.4(i).

COMPLYAUTO SOLUTION

If no board (LLC or not a corporation) then dealer principal and other officers.

']‘i Idea from the FTC is to create accountability and prevent executive management from feigning ignorance.

Good resource tool to use as proof of cybersecurity compliance for your cybersecurity insurance renewal.
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Dashboard
Requests
Locations
Vendors

Surveys

Manage

Request Portal

Users

Learning Center

Employee Training

Federal Safeguards
Risk Assessments
ISP Policy Builder

Data Map

Phishing

Template Library

<
RIVACY

Employee Mailing Lists

Interactive Data Map

Filter by

]

i
i
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||

Personal Informatien

Audio/Video/Visual
Biometric
Commercial
Customer Records
Education
Geolocation
Identifiers
Inferences

Internet Activity
Professional/Employment
Protected Classes

PERSONAL INFORMATION

SubFilter by

None (Show All)
VENDOR TYPES

401k Providers & Administrators
Appraisal Tools

Auctions & Wholesalers

Background Check Companies

Call Tracking & Phone Solutions

Chat Modules

Check Guarantee Companies

COBRA Administrators

Consumer Defense Attorneys

Credit Reporting & Compliance Systems
Credit Reporting Agencies (CRAs)
Customer Relations Management (CRM)
Data Analytics Tools

Dealer Management System (DMS)

Debt Collection Agencies & Repossession
Companies

Desking Tools

Digital Retailers & eCommerce Platforms
Direct Mailers

DMV Title & Registration Software
Electronic Estimate & Invoice Tools
Electronic F&I Menu Systems

Email Blasts

Employment Law Firms

Environmental Health & Safety Consultants
F& Product Providers & Administrators
Financial Institutions

Government Entities

Compliance Motors DEMO

SYSTEMS

10th Degree

11 sight

700Credit

Accurate Background
Ace Small Claims Service
Acensus

ActiveEngage

Acura

Administrative Solutions
Advantage Group
Alliance Credit Union
American Fidelity

American Funds 401

American Honda Protection Products

Corporation
Ameritrust

AMI Success

AON

Applicant Tracking

Arent Fox

Associated Pension Consultants

Auctions in Motion
Audi Financial Services
AutoAlert

AutolLoop

Automate

Automotive Product Consultants

Automotive Systems Analysis

DEPARTMENTS

Digital and Telemarketing
Human Resources

Parts & Service

Rentals

Sales and F&I|

Location

All Locations v
INTERACTIONS

Current or past employee

Email communications

Internet leads or online activity

Job applicant

Over-the-counter parts transactions
Phone calls, voicemails, and text messages
Service customer

Service loaner activity

Test drive records

Vehicle cash transaction

Vehicle lease or finance transaction
Vehicle rental

Vehicle subscription deliveries
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1. Overall Status of Compliance

This section of the report is intended to provide a high-level summary of our dealership's overall compliance with the
requirement of the Revised Rule. For each item, additional information can be found in the corresponding section of this
report, as well as within the ComplyAuto dashboard.

COMPLY

Regulation
Appointment of Qualified Individual COMPLETE 16 CFR§314.4(a)
Compliance Motors Annual Internal Risk Assessment (Physical) COMPLETE 16 CFR§314.4(b)
Information Security Program Status Annual Internal Risk Assessment [Technical) COMPLETE 16 CFR5§314.4(b)
Device Inventory COMPLETE 16 CFR §314.4(c)(2)
2 0 2 3 Data & Systems Inventory COMPLETE 16 CFR §314.4(c)(2)
Encryption at Rest & In-Transit COMPLETE 16 CFR §314.4(c)(3)
A N N U A L Multi-factor Authentication COMPLETE 16 CFR §314.4(c)(5)
Annual Penetration Test COMPLETE 16 CFR §314.4(d)(2)
R E P O RT Biannual Vulnerability Scan COMPLETE 16 CFR §314.4(d)2)
Service Provider Contracts & Risk Assessments COMPLETE 16 CFR §314.4(7)(2)-(3)
Prepared by: Casey Graff on January 4, 2023 Written Information Security Program COMPLETE 16 CFR §314.4(g)
Created pursuant fo the Gramm-Leach Bliley Act's Federal Safeguards Rule. 16 CFR § 314.4(i). Written Incident Response Plan COMPLETE 16 CFR§314.4{h)
Written Data Retention Plan COMPLETE 16 CFR §314.4{c)(&)(i)-(ii)
Written IT Change Management Procedures COMPLETE 16 CFR §314.4(c)(7)
Employee Security Awareness Training COMPLETE 16 CFR&314.4(e)
Intrusion & Attack Detection COMPLETE 16 CFR §314.4(d)(1)
Unauthorized activity monitoring COMPLETE 16 CFR §314.4(c)(8)
Phishing & Social Engineering Simulations COMPLETE 16 CFR §314.4(d)(2)(i)
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RULE #10 - Intrusion & Attack Detection

The Safeguards Rule, as well as most OEMs and cybersecurity insurance carriers, require a system for detecting
intrusions and attacks on your network. 16 CFR §314.4(d)(1)

PRACTICAL TIPS

The FTC doesn't refer to any particular technology, but for practical reasons, this means endpoint detection and
response (EDR).

You may already have this at your dealership through your IT company or DMS (Sophos, Nuspire, SentinelOne,
Huntress, etc.)

RULE #11 - User & Employee Monitoring & Logging

Dealers are required to have a system capable of detecting unauthorized access, sharing, use of, and
tampering with customer information 16 CFR §314.4(c)(8).

PRACTICAL TIPS

The FTC doesn't refer to any particular technology, but we usually refer to this as Data Loss/Leak Prevention (DLP)
in the cybersecurity industry.

Most dealers are not currently using a DLP tool that detects for data governance violations (NPI, PCI, Pll sharing,
emailing downloading, deleting).
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Device & Email Security
Itis essential for both GLBA compliance and cybersecurity liability insurance that you take approprate security measure to protect your organization's data and operations. Endpoint
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RULE #12 - Device Encryption

If any of the dealership’s devices, such as desktops, laptops, tablets, or mobile devices contain customer
information, the hard drives of those devices must be encrypted. 16 CFR § 314.4(c)(3).

PRACTICAL TIPS

Enable Bitlocker (Microsoft's free built-in encryption tool) on all computers (at a minimum those used to access
finance/lease info), but make sure to manage the keys (looooong passwords) securely.

“My computers don't have any customer information on them”. Are you sure about that? Think email downloads,
DMS reports/exports, file scanning/copiers.

Email encryption: enable TLS for all emails. No, you don't need to use the Outlook/Office encryption button on
every email. TIME TO UPGRADE TO COMMERCIAL EMAIL ACCOUNTS!

RULE #13 - Multi-factor Authentication

Dealers must implement MFA on any system used to access customer information, including device-level MFA
such as upon a Windows or MacOS login. 16 CFR § 314.4(c)(5).

COMPLYAUTO SOLUTION

Email MFA, Application MFA, and device (Windows logon) MFA are necessary.
Windows Hello isn't really MFA (pin, facial recognition, finger print)

Need a tool like Duo, Okta, Google Credential Provider for Windows (GCPW) for device-level MFA.
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Dashboard

Multi-factor Authentication

Locations 5 Itis essential for both GLBA compliance and cybersecurity to properly deploy Multi-factor Authentication (MFA) on devices storing sensitive data (including NPI).

& Duo Admin Dashboard

Vendor Management ~ &b

Privacy AT ~ Users & MFA Devices

Risk Assessments

0 Total Logins ® Per User Login ® 4 MFA Devices By Type
Cybersecurity ® Successful 0O ® Successful 0 . @ Phones @ 3
Protected Users MFA Devices
Security Scanning @ Failure 0 v @ Failure 0 v @ Hardware Tokens (® 0
i . : ® Fraud 0 v @® Fraud 0 v ® WebAuthn Credentials (® 1
Phishing Simulations
@® Error 0 v ® Error 0 v
Device Inventory
Device & Email Security
@ Authentication Log (Last 10 Events)
MFA
Time Result User Application Access Device Auth Method ?
-

Policies & Reports
Employees No items found.
Data Mapping

Users

Learning Center
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Part 3: State Specific Consumer Privacy Laws



Consumer Privacy Rights Compliance
SINCE 2018... 395 @

states enacted
comprehensive consumer
} privacy laws.

US STATE PRIVACY LEGISLATION IN 2022
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comprehensive consumer
BU privacy bills were considered i - 106% INCREASE
across 29 states A 02 I s FROM 2021 10 2022

: pmw}m

source: US State Privacy Legislation IAAP’'s Resource Center

Should you be concerned about cookie consent and privacy
rights issues if your state doesn’t have a comprehensive
privacy law?

YES, the FTC wants a piece of the state privacy law action!

e The FTC is enforcing issues related to cookie tracking under its
broad Section 5 Unfair & Deceptive Acts & Practices (UDAP)
authority.

o  Two 7 figure lawsuits from the FTC this year

o  You're a target if you're not getting explicit consent to
load tracking cookies for retargeting (e.g., Facebook
Pixel, Google Ads)

e Class actions lawsuits have been filed in both regulated and
unregulated states for deploying tracking cookies without
consent and/or proper disclosures the Federal Wiretap Act, (2)
general UDAP claims, (3) the federal Consumer Fraud &
Abuse Act, and (4) the federal Stored Communications Act.

e Sofarin 2023, 8 states have proposed Consumer Privacy
Rights Legislation.

e Five States enacted comprehensive privacy laws - CA, VA, CO,
UT and CT with fines ranging from $5,000-$20,000

COMPLY




ComplyAuto Exclusive - rounding out your compliance & risk mitigation strategy
with a comprehensive set of consumer privacy tools installed for you in the

background.

Issues related to third-party tracking cookies, online privacy disclosures, and data collection practices are receiving increased scrutiny from the FTC,
plaintiff lawyers, and state Attorneys Generals or class action lawsuits. Additionally, several states (CA, CO, CT, VA, UT) now have specific requirements

targeting these issues.

@- TP Cookie Consent
Management

Website cookie banner templates for all 50
states.

Completely customizable based on dealer’s
risk appetite with automatic blocking and

Global Privacy Control (GPC) detection.

Responds to GPC and do-not-track signals.

The FTC enforces issues related to cookie tracking under its

broad Section 5 Unfair & Deceptive Acts & Practices (UDAP)
authority.

A plethora of class actions lawsuits have been filed in both
regulated and unregulated states for deploying tracking
cookies without consent and/or proper disclosures. Sources for
authority have been (1) the Federal Wiretap Act, (2) general
UDAP claims, (3) the federal Consumer Fraud & Abuse Act,
and (4) the federal Stored Communications Act.

) Online Privacy
% Policy Builder

Ensure your online privacy policy complies
with state and federal laws.

Automatic real-time updates that syncs with
the vendor management system and other
ComplyAuto tools.

No cookie-cutter templates. Ensure accurate
disclosures about your unique data collection
and sharing practices.

Multiple state and federal laws govern online privacy
disclosures.

Dealers can be held liable for failing to accurately notify its
customers of its practices for collecting or sharing personal
information.

Unfortunately, the cookie-cutter default disclosures provided
by website providers are not sufficient.

Consumer Privacy
Portal (DSAR)

Automate opt-out, deletion, and right to
know / access requests.

Give consumers transparency and control
over their personal information.

Ensure compliance for residents of regulated
states (CA, CO, CT, VA, UT).

Several states granted new privacy rights to their residents,
such as the ability to opt-out of data sharing and the right to
know, delete, and access information collection about them.

There is a common misconception that only dealerships in

those states need to comply, but dealerships have potential
exposure, for example, if they are collecting information on

these out-of-state residents (including cookies and similar

information) who shop or browse online.




Consumer Privacy Tools and Disclosures
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NEW CARS

Privacy Settings Language: English

Pl'lvacy P0|I0y Third-party Cookie Settings

Last Updated: August 5, 2022 » » @fd Party Cookies™ settings below to prevent this website's
use of certain third-party cookies that track or advertise to you across other websites.

Third-Party Cookies
ON OFF

(=] Global Privacy Control
We currently support Global Privacy Control (GPC), a specification designed to allow internet
I d 0 users to notify businesses of their privacy preferences, such as whether or not they want to be
ntro UCtlon tracked or have their personal information sold or shared with third parties for targeted
advertising. It consists of a setting or ension in the user's browser or mobile device and acts as
Galpin Motors, Inc. and each of our subsidiaries and affiliated entities under common ownership and control (collectively, “Dealership” or “we” or “us”) respects your privacy and a mechanism that our websites can use to honor your privacy settings. If your browser or device
the information that you have entrusted to us. This Privacy Policy describes our collection, use and disclosure of the information we may collect from you whenever you visit the has enabled GPC, it will override your preferences selected in the cookie banner or privacy
settings on this Site. If you want to use GPC, you can download and enable it via a participating
browser or browser extension. Click here to view the increasing list of browsers and browser
extenslons that GPC Is available for.

Dealership's physical location(s) or website(s) (hereinafter a “Site” and collectively the “Sites”), or otherwise access any of our other products, services, and content (hereinafter
“Services”). This Privacy Policy applies to all visitors and customers of our Sites, including those consumers and/for customers who apply for and/or receive financing for personal,
family or household purposes. If you become an inactive customer, or if we close er suspend your account, we will continue to adhere to the Privacy Policy in place when we
collected your personal information as long as we retain it in our databases. We may delete any or all of your information at any time without notice to you or for any reason or no

reason unless we are otherwise required by law or retain it. You may have other privacy protections under state laws and we will comply with any applicable state laws when we YourCallfornlaiBrivacy Cholcas
While we do not sell personal information for monetary value, we may disclose personal
information to third parties, such as vehicle manufacturers, in such a way that may be considered
. a “sale” of personal information under the CCPA. To direct us to stop the sale of your personal
Sections Information or limit the use of your sensitive information by submitting a request using our
interactive web form, click here.

disclose information about you.

This Privacy Policy is comprised of the following sections.
Notice at Collection

Section 1 - California Consumer Privacy Act Disclosures To view the categories of personal information we collect and the purposes for which the
information is used, or to exercise your rights under the California Consumer Privacy Act
Section 2 - Other Important Privacy Disclosures (CCPA), click here,

Web Choices

Note that this site's cookie banner and privacy settings will only opt you out of the future tracking
and sharing by cookies that are deployed by our Sites. In order to manage the information sharing
and advertising cookies not deployed by our Sites (e.g., other third-party companies' cookies that
are already tracking you), you may want to consider using one of the consumer choice tools
created under self-regulation programs, such as the Digital Advertising Alliance's WebChoices
consumer choice tool.

Section 1 - California Consumer Privacy Act Disclosures

Privacy Policy Powered by ComplyAuto m

Notice of Collection California Privacy Policy Submit a CCPA Request Do Not Sell My Info
Learn about the categories of View our practices regarding the Exercise your rights under the CCPA,
personal information our dealership collection, use, disclosure, and sale of including your right to know or delete Opt-out of the sale of your personal
collected and the purposes for which persenal information and understand the personal information we've information to third parties.
itis used. your rights under the CCPA. collected about you Privmcy Paliey THE a1 Bepheys Sookis et Smie Hacking ECToKSGHes, Wt CuleL it et B sl wth i prstes ko DLl i, erve ac e B o
g of sch ifomation, Toview he categorie ofpesonaInformaton w callect an e pposes forwhch th fomation s use, o to s your b uncer e Cafoma
vy ActCCPA) gck here, Todirectus 0 510 the selsharngof your parsonanfonatn, I the use of Yo snstie personal fomato, o 1o e-access these stings o discosuresat e, cik he
. oECLINE
Submit Request Submit Request S S—
Al_a_ . £/ _ 10 a2
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Consumer Privacy Rights Compliance

APPLICABLE LAW OR REGULATION

Many states, like Ohio, California, Utah,
and Connecticut offer forms of limited
liability or even safe harbor for adhering
to frameworks like the CIS Controls.

Other State Specific Requirements:

Consumer Privacy Rights employee training

Third-Party Vendor Data Processing
agreements and/or Vendor Risk Assessment

B2B or Employee Privacy Rights

Process Consumer Privacy Requests, notify
third-party vendors

@ CIS SecureSuite®

Membership

COMPLYAUT
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What to
expect in
the coming
months

(if you're complying)

THINGS
YOU'LL
NOTICE

3.

Multi-factor authentication upon login to systems
containing customer information

More complex passwords (8-14 character
alphanumeric)

Automatic timeouts on computer of 15 minutes or
less

Phishing susceptibility tests!

Controls on sharing sensitive customer information
Corporate email accounts

Security awareness training

Cookie banners (and unfortunately less retargeting)



What to
expect in
the coming
months

(if you're complying)

Do’s &
Don’ts

v Do use a password manager tool

X Don’t use weak or repeat passwords (or store them in
plain text

v Do set up individual user profiles for workstations
X Don’t used shared logins or passwords

v Do use corporate email accounts
X Don’t use personal email addresses for work purposes

v Do use a tool to send/receive encrypted customer info
X Don’'t send/receive such info via text or email

v Do upgrade all machines to Windows 10+ (or latest iOS)
X Don’t allow connected Windows 7 machines

v Do check every email for suspicious content
X Don’t click on phishing emails!



ComplyAuto was chosen as
an NADA Affinity Provider
for compliance and helped
draft the NADA FTC
Safeguards Manual

TURN-KEY
SOFTWARE
SOLUTION

FTC Séfééuards Rule

AFFINITY
PROVIDER

NADA

Qualified Employee
Data Encryption

Secure Data Disposal
Procedures

Overseeing/Monitoring
Service Providers

/\ COMPLYAUTC

Written Risk
Assessment

Intrusion Detection/
Vulnerability Testing

Change Management
Procedures

Written Incident
Response Plan

PRIVAC

Access Controls Data and Systems

Inventory

Multi-Factor Systems Monitoring
Authentication and Logging
Unauthorized Activity
Monitoring

Annual Reporting to
Board

NADA is a registered trademark of the National Automobile Dealers Association and is used by ComplyAuto Privacy (“ComplyAuto”) under license. The services/products provided by ComplyAuto are
solely the responsibility of ComplyAuto and its suppliers, which remain solely responsible for the quality and performance thereof. Neither NADA nor its affiliates shall have any responsibility or
liability for any product or service offered or provided by ComplyAuto.



THE COMPLYAUTO DIFFERENCE
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Month-to-month Unlimited Support No Setup Fees First Month Free Annual Discount (10%)

We treat dealers the way we With ComplyAuto, you get a No additional implementation Complete a short setup survey Get an additional 10% off for
wanted to be treated as dealers, dedicated client success fees, service charges, or within 2 weeks and get the first  annual billing. Even then,your
which means no long term manager and unlimited installation costs. Just a simple month of ComplyAuto contract term stays

contracts. technical support. monthly subscription fee. completely free! month-to-month.

Endorsed By More State
Dealer Associations than
Any Other Provider

There's a reason why the NADA and +35 A
state associations have endorsed e '
ComplyAuto for compliance.

Let us show you why.

[l Endorsed by State Dealer Association
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Join the nation’s #1 Dealership Privacy & Cybersecurity Platform

Active Dealers

50-state legal compliance with the industry’s only

COMPLIANCE GUARANTEE

Worry less and sell more. We are so confident that ComplyAuto is the best way
to comply with privacy and cybersecurity laws that if you're using our platform
and you receive a penalty or fine under a privacy or cybersecurity regulation
poanto @ from a governmental agency that is caused by using our platform, we will pay
S veriolRico the fine or penalty up to $100,000. Learn more at
Suatemala https://complyauto.com/compliance-guarantee/

Mexico

Guadalajara
Mexice C
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PRIVACY

Transparent Pricing
https:/complyauto.com/pricing/

Scan for contact info: Q u eSt i o n S?

Thank you!

https://www.complyauto.com
info@complyauto.com
(661) 214-3028




